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The 24-hour reporting clock

The UK is taking different approaches to Al and cyber
regulation, and both reach the same leadership team.
The Cyber Security and Resilience Bill, now before the
House of Lords, would require regulated organisations
to notify their regulator and the NCSC of a significant
incident within 24 hours and file a full report within 72.!
Near misses would also be reportable, and serious
breaches could draw fines of up to £17 million or 4% of
worldwide turnover, whichever is higher.2

The NCSC handled 204 nationally significant attacks in
the year to September 2025, up from 89 the year
before.? The Cyber Monitoring Centre estimates the
M&S and Co-op incidents cost £270-440m and puts
the Jaguar Land Rover attack at roughly £1.9bn, the

most damaging cyber event recorded in the UK so far.®

The Bill also brings managed service providers and
data centres into regulation, with a duty to warn
customers affected by an incident. For firms outside its
scope, a supplier’s notice could be the first indication

of their own exposure.?

Meeting a 24-hour deadline depends on what your
team can establish in the first day, starting with what
happened and how far it spread. That's harder when
someone else finds the intrusion first. Mandiant reports
that in ransomware cases, the attacker notified the
victim 44% of the time.*

The Agentic Enterprise Needs an Audit Trail
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What agents inherit
from your data estate

The data estate panel describes Al as “the most
unforgiving audit ever run”. An agent or copilot can
read whatever its identity can reach, so permissions
nobody has reviewed in years become live the day it's
switched on. Microsoft reports 15 times more active
agents in Microsoft 365 than a year earlier, and 18
times more in large enterprises.’

IBM’s 2026 breach study found that 92% of
organisations with an Al-related breach lacked proper
Al access controls, and 68% of all breached
organisations had no policy governing Al use.® Among
UK businesses using or adopting Al, 24% have practices
in place to manage its cyber risk.®

When an agent does something unexpected, auditors
will want a record of the data it accessed and the
identity it acted under. That record exists only if the
logs were collected and kept. For firms with EU
exposure, the EU Al Act makes this explicit: high-risk
systems, including those used for credit scoring and
employment decisions, must log events automatically,
and providers must keep those logs for at least

six months.®
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Alin the SOC has to show its reasoning

The SOC panel asks whether Al still adds capacity once a pilot ends. IBM
found that organisations using Al and automation extensively in security
operations reduced average breach costs by about $1.93 million and
contained breaches around 65 days sooner.®

Those gains depend on analysts accepting the output. If they can't see why
an Al closed or escalated an alert, most will repeat the work by hand. In
Microsoft’'s survey of 20,000 Al users, quality control of Al output ranked as
the most important human skill as Al takes on more work.”

A confidence score on its own doesn't help an analyst verify a decision or an
auditor accept it. When the Al names the detection rule that fired and the
evidence behind it, a reviewer can check it quickly, and the same record can
go into the 72-hour report.
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Reporting to the board under the new regime

Among large UK businesses, 68% have a board member responsible for
cyber security, and 69% identified a breach or attack in the past year. About

one in four large businesses have no formal incident response plan.®

Activity metrics such as alerts triaged or rules deployed don't show a board
whether your team could meet a 24-hour deadline. Measures closer to what
a regulator will ask about include time to contain an incident and how much
of the estate your team can see. It's also worth checking whether closed
cases carry enough evidence to support a report.
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