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Introduction
We have recently observed several emerging themes in identity and access management, including the 
growing convergence of identity governance and administration and privileged access management, the rise 
of nonhuman identities, and the emergence of agentic identities. P0 Security is attempting to address all three 
of these trends with an agentless platform that covers IGA and PAM use cases for both human and agentic 
identities.

THE TAKE
From a marketing perspective, P0 Security is betting that the authorization layer is where 
modern privilege now lives. Thus, the company has taken care to differentiate itself from a prior 
wave of authorization startups by framing its offering around runtime authorization rather than 
authentication and credential management.

Context
According to 451 Research’s Voice of the Enterprise: Information Security, Technology Road Map 2025 survey, 
managing privileged access and employee access rights consistently rank among the top identity management 
pain points for enterprise decision-makers, yet both identity governance and administration (IGA) and 
privileged access management (PAM) deployment rates sit well below 50%. At the same time, the proliferation 
of cloud resources and the recent explosion of nonhuman identities (NHIs) (service accounts, workload 
identities, AI agents) have expanded the attack surface far beyond what traditional PAM architectures were 
designed to protect. P0 Security is positioning itself as an answer with an agentless, API-native architecture 
that removes a primary barrier to IGA and PAM adoption as well as its unified treatment of human and agentic 
identities.

Enterprise IGA and PAM adoption remains below 50%

Source: 451 Research from S&P Global Energy Horizons. 
Voice of the Enterprise: Information Security, Technology Road Map 2025. 
Q. What is your organization’s status of implementation for the following information security technologies? 
Base: All respondents, abbreviated fielding (n=149). 
© 2026 S&P Global.
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San Francisco-based P0 Security was founded in 2022 by three practitioners with deep backgrounds in cloud-
native development, cloud security, observability and DevOps: Shashwat Sehgal (CEO), Gergely Danyi (CTO) and 
Nathan Brahms (VP of Engineering). The company name derives from the term “priority zero,” which refers to 
the highest-urgency classification in engineering, inspired by the founders’ frustration with existing (typically 
lengthy) processes for obtaining secure access to production resources to resolve a critical customer issue. P0 
Security has raised $20 million to date, including a $15 million series A round in 2024 led by SYN Ventures, along 
with Zscaler and Lightspeed. Current headcount stands at roughly 50 employees.

Products
P0 Security offers a unified platform that governs and controls access for both human and agentic identities 
across cloud, hybrid and on-premises infrastructure. The platform is built on an agentless, API-native 
architecture, without any proxies, jump hosts or bastion infrastructure to deploy or maintain.

At runtime, when a user or workload requests access to a resource, P0 Security authenticates the requesting 
identity through the organization’s existing Identity provider (IdP; currently Okta, Microsoft Corp. Entra ID, Active 
Directory, Google Workspace and Ping Identity), enforcing the organization’s existing MFA or authentication 
controls. Once authenticated, P0 dynamically provisions the appropriate role or policy in the target system. The 
provisioned access is time-bound and expires automatically, in line with recent trends toward zero standing 
privilege in PAM, which P0 addresses by replacing standing access with just-enough-privilege and just-in-time 
(JIT) access for all types of identity.

The foundation of the platform is the Access Graph, which provides a continuous mapping of every identity’s 
access paths, entitlements and potential vectors for lateral movement. The graph surfaces posture risks such 
as unused roles and over-permissioned service accounts to help teams prioritize remediation before potential 
incidents occur and replace standing permissions with JIT policies directly from the remediation workflow. 
Identity Inventory is P0 Security’s comprehensive integration mesh, which centralizes all identity-related 
metadata across servers, databases, entitlements, IdPs, clouds, Kubernetes, code and on-premises assets, in 
order to auto-discover privilege and provide critical context for runtime policy enforcement.

For NHI governance, P0 applies the same discovery, posture, life cycle, JIT access and audit capabilities to NHIs 
as it does to human users. The platform provides automated discovery of service accounts across multi-cloud 
environments, maps entitlements and ownership, automates credential rotation and enforces least-privilege 
access.

P0 Security’s most recent capability is its Authorization Control Plane for AI agents. As with humans, P0 
replaces persistent agent permissions with time-bound, task-specific authorization evaluated at runtime 
— ensuring that AI agents can perform only actions aligned with policy and business intent. The platform 
currently integrates with Claude, AWS Bedrock, Google Vertex AI and Microsoft CoPilot. P0 also offers an MCP 
Gateway as an enforcement point that sits in front of every MCP server in the customer’s environment and 
enforces tool-level authorization.

Strategy
The year 2025 was primarily focused on building out P0’s go-to-market (GTM) strategy, including executive 
hires across product (Chief Product Officer Neha Duggal), sales (VP of Sales Dan Hoffman) and marketing (Chief 
Marketing Officer Cari Jaquet). P0’s GTM motion targets midsized to large enterprises that have or are in the 
process of making the transition to cloud, particularly as a supplement to existing PAM tools for on-premises 
environments. In the past year, P0’s strategy has shifted away from authentication-centric messaging focused 
on establishing “who you are” via credential rotation, vaults and shared accounts, toward authorization and 
determining “what can you do,” and perhaps more importantly, “what did you do?” The company is also targeting 
smaller organizations facing SOC2, HIPAA or other regulatory requirements that need automated access 
governance without the complexity or cost of enterprise IGA platforms. P0 Security also has a strategic alliance 
with Zscaler’s ZPA.
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Competition
P0 Security competes primarily in the cloud-native and next-generation PAM space, with some overlap with IGA 
and NHI governance. Incumbent PAM vendors include BeyondTrust, CyberArk (acquired by Palo Alto Networks 
Inc.) and Delinea, as well as Segura, ARCON, Devolutions, Manage Engine and Wallix. Emerging vendors with 
next-generation PAM functionality include StrongDM (acquired by Delinea) and Teleport; Okta Inc. and SailPoint 
Technologies have also added PAM and identity security capabilities recently. Devolutions is SMB-focused and 
combines PAM with password management and remote access management.

As noted above, Delinea recently added JIT authorization with the acquisition of StrongDM, along with the 
ability to span both legacy on-premises and modern cloud-based environments. Teleport’s cloud-native 
infrastructure access platform uses a proxy/gateway model (as does StrongDM). C1 (fka ConductorOne) is a 
cloud-native IGA specialist that has added PAM capabilities including JIT access.

The competitive landscape for agentic identity spans multiple categories including customer identity and 
access management vendors like Descope, as well as vendors from IGA (SailPoint), PAM (CyberArk), ITDR 
(Cayosoft, Silverfort, Sonrai) and even password management (1Password) vendors expanding to cover NHIs. 
Additionally, AI platform providers with native agent identity tooling, and emerging NHI-focused startups that 
see agentic AI as an extension of machine and other nonhuman identities are also part of the mix, as are 
certificate and secrets management vendors such as AppviewX (via the Eos pickup), Comodo, Digicert, Entrust, 
GitGuardian, Keyfactor and Sectigo.

Emerging startups with agentic identity ambitions include Actual AI, Aembit, Clutch Security, Dedalus Labs, Eve 
Security, Indent, Metorial, Spirl, Strata, Sym, Teleport, Token Security and Zenity. Aembit has been described as 
an “Okta for nonhuman identities.” Indent (recently acquired by Terraform/HashiCorp parent company) focuses 
on JIT access provisioning for both human and machine identities.

SWOT Analysis

STRENGTHS WEAKNESSES
P0 Security has a strong practitioner-led 
founding team with deep cloud security, 
DevOps and cloud-native backgrounds backed 
by established investors (Zscaler, SYN Ventures, 
Lightspeed). P0 has a unified governance model 
for human, nonhuman and agentic identities. 
Its agentless, API-native architecture reduces 
deployment complexity, which is a primary 
barrier to PAM adoption.

P0 Security is primarily focused on cloud 
and hybrid infrastructure, with limited native 
support for on-premises-only environments 
that traditional PAM vendors address, as 
well as workloads that are not callable by 
APIs. Authorization positioning could rekindle 
memories of a prior generation of authorization 
vendors that failed to gain commercial traction.

OPPORTUNITIES THREATS
As enterprises race to deploy AI agents, 
agentic AI governance represents a 
substantial emerging market opportunity. 
P0 Security’s agentless architecture could 
appeal to an underserved market, particularly 
midmarket and cloud-native organizations 
that have never deployed legacy IGA or PAM 
tools.

Well-funded incumbents (CyberArk, Okta, 
SailPoint) are actively pursuing IGA/PAM 
convergence and NHI governance through 
acquisitions and product expansion.

 
Source: 451 Research.

The author(s) used a proprietary S&P Global AI platform in the production of this report. It was subsequently 
peer-reviewed, fact-checked and edited before publication.
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